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1. Purpose 
This CCTV Policy describes how Inter Terminals Sweden AB (“ITS”) uses camera surveillance (CCTV) to 

ensure safety, security and regulatory compliance at its terminals and offices. The policy aims to ensure 

that CCTV use is lawful, proportionate and compliant with the EU General Data Protection Regulation 

(GDPR), Swedish data protection law and guidance from the Swedish Authority for Privacy Protection 

(IMY). 

2. Scope 
This policy applies to: 

• All CCTV systems operated by ITS 

• All employees, contractors, visitors, suppliers and other individuals who may be recorded 

• All recording, viewing, storage and disclosure of CCTV footage 

This policy does not regulate employee performance monitoring. 

3. Legal basis 
CCTV processing is based on: 

• GDPR Article 6(1)(f) – Legitimate interests (safety, security and protection of property and people) 

• GDPR Article 6(1)(c) – Legal obligation, where applicable under safety or environmental legislation 

A Legitimate Interest Assessment (LIA) and Data Protection Impact Assessment (DPIA) have been 

completed for CCTV processing. 

4. Purpose of CCTV monitoring 
CCTV is used solely to: 

• Prevent, detect and investigate safety and security incidents 

• Protect employees, visitors and contractors 

• Protect facilities, equipment and hazardous products 

• Monitor high-risk operational areas 

• Support investigations following incidents or accidents 

• Comply with legal and regulatory requirements 

CCTV is not used for continuous monitoring of individual employees’ work performance. 

5. Camera placement and operation 
• Cameras are installed only in areas where surveillance is necessary 
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• Typical locations include entrances, perimeters, tank farms, loading and unloading areas and other 

safety-critical zones 

• Cameras are never installed in toilets, changing rooms, break rooms or similar private areas 

• Sound is not recorded 

• Cameras operate continuously (24/7), unless otherwise specified 

6. Transparency and information 
• Clear signage is displayed at all entrances and monitored areas 

• Privacy information is made available on ITS’ website or upon request 

• The signage includes information about the controller and contact details 

7. Access to CCTV footage 
• Access is strictly limited to authorised personnel (e.g. security management) 

• Access is granted on a need-to-know basis 

• Access to footage is logged where technically possible 

• Footage may only be viewed for legitimate safety or security purposes 

8. Retention and deletion 
• CCTV recordings are retained for a maximum of 30 days 

• Footage related to incidents may be retained longer for investigation or legal purposes 

• After the retention period, footage is automatically deleted or securely erased 

9. Disclosure of footage 
CCTV footage may be disclosed to: 

• Law enforcement authorities 

• Regulatory or supervisory authorities 

• Insurers or legal advisers, where necessary 

• Other third parties where required by law 

All disclosures are documented. 

10. Data subject rights 
Individuals recorded by CCTV have the right to: 

• Request access to footage in which they appear 
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• Request restriction of processing where applicable 

• Lodge a complaint with the Swedish Authority for Privacy Protection (IMY) 

 

Requests are handled in accordance with GDPR requirements and may be restricted to protect the rights 

of others or security interests. 

11. Security measures 
ITS applies appropriate technical and organisational measures, including: 

• Role-based access control 

• Secure storage systems 

• Encryption where available 

• Regular review of camera placement and system configuration 

• Training for authorised personnel 

12. Review and accountability 
This policy is reviewed at least annually and whenever: 

• CCTV systems are changed 

• New terminals or areas are added 

• Legal or regulatory requirements change 

ITS documents compliance through DPIAs, LIAs, policies and records of processing activities. 
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